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ARACHNE

What is Arachne?

Integrated IT tool for data 

mining and data enrichment.

The objective is to support MS 

authorities in their administrative 

controls and management 

checks.

The goal is providing the MS authorities 

with an operational tool to identify:

Their most risky projects/contracts.

Potential risks linked to all their 

projects and contracts.
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Legal basis for Arachne

Article 125 (4)(c) of the Regulation (EU) No 1303/2013 of the European Parliament and of the Council

• Managing authorities have to "put in place effective and proportionate anti-fraud measures 

taking into account the risks identified“

• Arachne: EC initiative to provide the MAs with a tool to help them comply with the regulation

The Commission is enforced by a set of regulations to provide a data-mining and risk-scoring tool to the Member States, not 

limited to the current cases covered by Arachne. Specifically:

• The Common Provisions Regulation (CPR), Regulation (EU) 2021/1060, recital 72

• The Recovery and Resilience Facility Regulation (RRF), Regulation (EU) 2021/241, recital 54

• The European Globalisation Adjustment Fund for Displaced Workers (EGF), Regulation (EU) 2021/691, recital 44

• The Common Agricultural Policy (CAP), Regulation (EU) 2021/2115, recital 121

• The Brexit Adjustment Reserve (BAR), Regulation 2021/1755, recital 25

• A recent proposal for the revision of the Financial Regulation, COM/2022/223 final, recital 27
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Evolution

Continuous improvement of Arachne based on the MS feedback.

2013

V1.0
Theoretical 

approach

2017

V2.0
• Client-Side Version

• Historical data

• User mgmt.

• Data upload

2018

V1.2.0

Web 

version

3506 Active 

Users/ 4th 

Quarter 2022

2020

V2.0.15

Improved 

Web Version

2019

V2.0.2

Improved 

Web Version

2022

V2.3.10

• Ex-Ante

• Internalisation

• New indicators

Future

2023 onwards
• Beneficial owner

• Ultimate owner

• SME

• Integration IACS
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Usage by MS (ESF+ERDF)

Legend 

Involved in Arachne

In discussions for future use

Not yet involved

ESF and ERDF (2014-2020) 
Mainstream programmes - DG 
EMPL / DG REGIO:

• 19 MS + UK are currently involved (with 
at least 1 operational programme).

• EL and EE are in ‘pilot’ phase

• 5 MS are in discussion to potentially use in 
the near future. (DE,DK,FI,PL,SE)

• CY is currently not using Arachne
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Usage by MS (EAFRD)

Legend 

Involved in Arachne

In discussions for future use

Not yet involved

EAFRD (2014-2020) - DG AGRI

• 9 MS are participating in pilot phase.

• EE, ES, HR, IT, LT, LV, RO, SI and 
SK have uploaded (limited) set of data.

• 6 MS attended or requested ‘general 
introduction to Arachne’ workshop.

• BE, DE, FI, EL, LU, PL
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Usage by MS (RRF)

Legend 

Involved in Arachne

In discussions for future use

Not yet involved

RRF (2021-2026) – DG ECFIN

• 11 MS are already uploading data.

• BE, BG, CY, EL, HR, HU, IT, LU, 
LV, MT, PT.

• PL and CZ are in pilot phase.

• 7 MS attended or requested ‘general 
introduction to Arachne’ workshop.

• DE, EE, FI, RO, SI, SK
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Usage by Member States - statistics

Number of connected users per quarter

3506
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Usage by Member States – statistics (2)

Total number of users per MS
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Users & Stakeholders

Case by case access

OLAF, EPPO and 

ECA

➢ Other DGs or 

Agencies

➢ Direct 

management in 

EC

Potential future 
users

Core users

Managing Authorities 

/ Paying Agencies in 

the Member States

Current users

Local administrators of 

MAs / PAs can grant 

access to their:

➢ Certifying Authorities

➢ Audit Authorities

➢ Intermediate Bodies

Auditors 
directorate

DG REGIO, DG 

EMPL, DG AGRI, 

DG MARE and DG 

ECFIN
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General concepts

No automatic decisions based on 

Arachne risk scoring.

Arachne only identifies potential 

risks. It remains the Member States’ 

responsibility to check/confirm the 

risk and to mitigate conformed risks.

Verify the identified risk! 

Managing Authority 

decides what, and how.

Interpret professionally.

Act and report.
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MS Support by EC Arachne Team

• Generation of Arachne 

compatible data files.

• Quality review of the provided 

data.

• Generation of summary 

reports of the first risk scoring 

results.

• Creation of Arachne accounts.

• Advice on integration of 

Arachne in management 

verification processes.

Support during the 
integration phase

Training for Arachne users

• What is Arachne, how does 

it work, data flow, risk 

scoring principles.

• Which external databases 

are used.

• Impact for Member States 

(technical and functional).

• How to create Arachne 

data files.

• Live demo of the tool.

Presentation of the 

Arachne risk scoring tool

• Initiation courses.

• Advanced user sessions (1 

or 2 days).

• Train the trainer principle 

whenever possible.
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Data Sources

ARACHNE

VIES

Member States 
Operational 

Data

World 
Compliance

Data mining and 

enrichment

RISK 

INDICATORS



ARACHNE

Risk indicators and risk categories

Procurement

1

• Lead time between 

publication of 

tender and 

contract signature.

• Nbr of valid 

tenders vs 

received tenders.

• Financial 

correction.

6 risks

Contract 
Mgmt

2

• Contractors with 

invalid VAT Nbr.

• Contract amount 

versus turnover of 

the contractor.

• Contract addenda 

cost vs contracted 

amount.

11 risks

Eligibility

3

• Payments outside 

eligibility period.

• Duplicate amounts 

within expenses.

• Expenses higher 

than project cost.

9 risks

Performance

4

• Nbr of people 

trained vs people 

to be trained.

• Project cost vs km 

road constructed.

• Water waste cost 

vs population to 

benefit.

18 risks

Concentration

5

• Beneficiaries 

involved in multiple 

projects/OP’s.

• Contractors 

involved in multiple 

projects/OP’s.

• Subcontractors 

involved of multiple 

projects of the 

same beneficiary.

13 risks

Reasonability

6

• EC Fin. Assistance 

vs project cost

• Administration cost 

vs project cost

• Seminars-

publishing costs vs 

project cost

15 risks

Reputation 
and Fraud

7

• Propensity to 

Bankruptcy

• Link between 

beneficiary and 

(sub)contractors

• Involvement in 

sanction and 

enforcement lists

• Involvement in 

sensitive regions

31 risks

103 Risks
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ARACHNE Webpage and documentation

24 
languages

Related
documents

Brochure

Charter

FAQ
https://ec.europa.eu/social/main.jsp?catId=325&intPageId=3587

https://ec.europa.eu/social/main.jsp?catId=325&intPageId=3587
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• Go to: 

https://webgate.ec.europa.eu/arachneweb/

• Two-Factor Authentication: EU Login

• Interface and User Manuals in 23 languages

Arachne Web Application - Access

https://webgate.ec.europa.eu/arachneweb/
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Arachne – Demo | Screenshots | Q&A
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Company Detailed Report 1/5
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Company Detailed Report 2/5
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Company Detailed Report 3/5
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Company Detailed Report 4/5
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Company Detailed Report 5/5
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Company Local View
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Person Affinity View
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Project Dashboard
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Project Report: Risk Indicators
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Project Risk Indicator Details 1/2
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Project Risk Indicator Details 2/2

Links between beneficiary and contractor
(Private link)

Links between beneficiary and contractor
(Legal link)
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Project Risk Evolution



Thank you

© European Union 2023

ARACHNE
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